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1. Introduction

1.1. Terms

This section explains the terms used in this document.

Asprova In this document, the term Asprova used on its own refers to Asprova SCP, Asprova APS, or
other executable module (Asprova.exe) on the client side, as distinguished from Asprova
NLS/Asprova DS, which are modules executed as servers.

Network license The Asprova license provided by Asprova NLS

Protector A medium that records the license information of Asprova NLS or Asprova DS. A protector can
be either a USB protector consisting of a hardware key, or an e-Protector consisting of a software

key.

Utility This refers to the Asprova NLS/DS Utility.




1. 2 Overview
Asprova NLS (Network License Server) is the module (License Manager), which controls the number of licenses that are
concurrently in use in the network environment. This enables users to obtain licenses from various locations without

carrying a USB protector. (The license obtained through the network, is called a network license.)

Asprova DS (Data Server) is a module allowing data sharing under the network environment. This enables the users to
obtain the project files (aru file) from various locations. Moreover, this allows multiple users to make changes while
exclusively controlling one project file. For example, while a given user is executing rescheduling, other users can enter

results or change the master, and multiple planners can edit schedules with Asprova SED.

Asprova NLS and Asprova DS are both provided by a service program named AsprovaNLS.exe.
The image shows how each module is connected between Asprova NLS, Asprova DS and Asprova.

Asprova APS

For preparing a schedule

AsprovaNLS.exe
Asprova NLS Asprova DS

‘( Project files (data.aru)

License file Various back up files

TCP/IP is used as the protocol, and can be set up on a LAN, Intranet or over the Internet. (However, it may be necessary to

change various firewall settings, depending on the situation.)

AsprovaNLS.exe is currently supported on the following operation systems:
Windows Vista/7/8/8.1/10
Windows Server 2008 / 2008 R2 / 2012 / 2012 R2 / 2016



2. Asprova NLS

2. 1 Setup procedure

To use Asprova NLS please prepare the following:
1. The machine on which Asprova NLS/DS is installed
2. Protector
3. License file

The protector and license file will be sent to you by your distributor or Asprova Corporation.
The protector is required for activation of Asprova NLS or Asprova DS. A protector can be either a USB protector

consisting of a hardware key, or an e-Protector consisting of a software key. For details on e-Protector, see Chapter 7.

Please perform the following steps once you completed the preparations.

[ USB Protector ] [ e-Protector ]

Attach the Asprova NLS protector to To use the e-Protector instead,

the computer installed Asprova NLS. please get the official certificate file
for the target PC.

4 2V

Start Asprova NLS utility and register the user info in user table.

- Chapt
Change the environment settings (anlsenv.txt) as needed.
- Chapt
Set up the license file with the utility and start Asprova NLS/DS.
- Chapt

This completes the initial setup of Asprova NLS. Next, perform the initial settings for Asprova. — Chapter 5.1



2.2 License file
The license file describes the information of the license which the user owns. Asprova NLS matches the information on the
license file loaded when it was started with the protector’s information. After that, it answers back whether the license can

be obtained or not, in reply to the inquiry Asprova made on the network.

* License file extensions are either .txt or .aslf. They are both used for the same purpose but the contents are different.

txt Text file format. Please do not edit this file as it will render the license unreadable.

aslf License obtained from Asprova corporation or an Asprova distributor will have the aslf
extension. As this file is in binary format, the contents are not human-readable. To use this
license file for initialization or updating, a Ver.2.0.0.2 NLS/DS utility is need.

The following is a sample of a license file with .txt extension..

; Asprova Network License File

; Serial No : 3393

; Definition Version 01

; Register Name : ASPROVA Corporation
; Version :14.0

; Type : Demo Version

: Use Limit Date
: Maintenance End

: Renewal Count :0
; Magic No : 3BA15618-C5078FC-5EB646D-581B296-9876EA2-F24DCCS...
:0 APS

XD542F99-AC0A162-A0FCE13-F875819-315A0B8-176E922-35A53E3-5533CFD-8B7ATF3-3FBAACA-69E5C70-075C
881-7919EBA-E7FR

;1 BOM

5AA16F48-B7B8B24-421E8E9-73A96E1-CF92484-2A39AE3-B2556E9-1EB057B-0DBAD67-9E399C9-F7AC5AB-24B
D4EE-246BF5C-95EY

The file name of a license file follows the style “aslicenseXXXX.txt” or “aslicenseXXXX.aslf” where the XXXX is the
serial number.

For example, if the serial number is 3393, the file would be aslicense3393.txt or aslicense3393.aslf

When the user starts Asprova NLS, it loads the license file and recognizes the file name. At the same time, it also
recognizes the serial number from the protector and only validates those where it matches with both of them. Several
protectors and license files can be installed for one instance for Asprova NLS.

The license file needs to be updated at the time of maintenance contract update, valid period extension, addition of licenses,
and other changes. For details on updating the license file, see Chapter 9.



3. Asprova DS

Asprova DS (Data Server) is a module which allows data sharing through the network. It will be possible to implement the
following actions when Asprova DS is used.

(D The user will be able to obtain the project files (aru) from various locations through the network.

@ The user will be able to implement the exclusive control for the project files by using the check out/check in functions.

(@ The user will be able to upload the result, master and order table onto the server concurrently from multi users and
centralize the data control.

* The aru file is the Unicode version of the ar4 file.

3. 1 Setup procedure
The following items are required for using Asprova DS.
1. The machine on which Asprova NLS/DS is installed
2. Protector
3. License file
Items 2 and 3 will be sent to you by your local distributor or Asprova Corporation.
The protector is required for activation of Asprova NLS or Asprova DS. A protector can be either a USB protector
consisting of a hardware key, or an e-Protector consisting of a software key. For details on e-Protector, see Chapter 7.

Please perform the following steps once you completed the preparations.

[ USB Protector ] [ e-Protector ]

Attach the protector to the computer To use the e-Protector instead,

installed Asprova DS. please get the official certificate file
for the target PC.

4 2V

Register the Asprova users and project files with the utility.

- Chapt
Change the environment settings (anlsenv.txt) as needed.
- Chapt
Set up the license file with the utility and start Asprova NLS/DS.
- Chapt

This completes the initial setup of Asprova DS. When the server starts up, the necessary folders are automatically generated
8



in the folder containing the project files.

Operation of Asprova
To obtain project files from Asprova, proceed as follows. Do this after completing the initial setup of Asprova DS as

described on the previous page.

Ver.13.0 or later
Execute [Download from DS].

File = View Tools Module Help

[ New.. Ctrl+N
& Open... Cirl+0

Eaoownioad fromns |

Versions earlier than Ver. 13.0
Execute [Get Latest Version] or [Check out] from the menu.
(FEN Wiew  Toolz Module Help

O Mew.. Ctr+M | kg B
= Open. Citrl+0

Get Latest Werzion

:..E Checkout

Printer Settings..

Get latest version Obtains the project file without checking out.
Check out Checks out and obtains the project file.

The following dialog will be shown, as it is necessary to designate the operation folder for the first time. When the user

presses [Open], the project file he or she obtained will be downloaded into this folder.

Please specify working folder or adw file.

Look in: |@Desktop j & I‘j( B2~

a (L4 Documents:
h 5} My Computer

My Recent ‘-@My Metwork Places
Documents

Desktop

o,

My Documents

My Computer

File name: | j Open |
by Metwork,  Files of type: |ADW’ Files [*.adw] j Cancel
Places

™ Open as read-only

After that, the following dialog will start. Enter the password and select the project.



Asprova DS Get latest verszion.

User name: |

Password: |

Project! |Fan:tn:|r':.f.ﬁ. ﬂ

| Create a writable file,

More | (04 | Zancel |

When the user presses “OK,” it will be downloaded. The file “as.adw” will be generated in the operation folder. The user

can start connecting with DS and resume all the operations up to last time by double-clicking or opening this file from next

time.

After the user loads the project files, the following menu will be available.

FEN View Tahle Wiew Schedule Toalz  Windaw  Help
Bewert...

Cloze
E Save Crl+5

Save fz.

Svhichronize

Impart
Export -.E' Table Download
Data Y0 Settings

AML Import... :-_h MHetwork users
HML Export r
Revert to new version Re-opens with the latest version.
Check in Checks in project files.
Undo checkout Cancels the check out status.
Table download Downloads table files.
Table upload Uploads table files. Shows a table with the current users
connected to NLS

10



The tool buttons are prepared for the above each menu. Activate the following dialog [Tool] - [Customize] from Menu.

CGustomize [$_<|

Toalbarz Commands ]

Ciategories: Buttons

2 B
Setting O = E CI'%
Schedule e F At Fie P
Gantt -IL'I '-E" ‘h’ '-h ‘-IE]'

Wigw

Select a category, then click a button to see itz description. Drag the button to
any toolbar

Description

O I ol

After that, the user can prepare for the tool bar, as shown below.

File

M = RPNl R Ee R s [T TR =St TS

From left to right:
Reopens with the latest version
Checks in
Check out
Cancels the latest version
Cancels check out
Downloads tables
Uploads tables

Network user information

11



3. 2 Check in/check out for project file

Exclusive control will be applied when the user checks out the project file. Therefore, the other users will not be able to
check out. This means that they have to wait until the user who currently has the project checked out checks in the project

file.
A T
E

/ check out x Checking out not allowed
Check-out in progress 4
aru aru
User A User A User B

Anybody can download the project file when it has not been checked out by anybody. But the downloaded project cannot

3
Downloading is possible, but user B cannot
\ check in for DS.
Check-out in progress

.aru .aru

be modified and checked in.

User A User B

The data can be obtained whether the check out is in progress or not. Therefore, it is possible for all the data obtained users
to add the orders or do rescheduling.

When checked-out data is checked in, the other users can detect it on a real time basis.
When DS detects that a new project file is uploaded, a notification window will be displayed as shown below (left). After
that, the icon as shown in the lower right corner of the frame will be displayed, as shown below (right). The user can update

using the latest data by clicking this icon.

i g e
oyst 2007/
1T (|
Asprova D3 Wi T
-| MNewdata has been checked in
Asprova
i If wou execute the revert command, existing data will be lost.
Rewert?

12



The check in and check out can be only implemented for the modules types of APS, MS, MS Light, LS and MRP for
Asprova. On the contrary, this cannot be done for those of SED, BOM and MES for Asprova.

SCP APS MS MRP MS SED | BOM | MES
Light
Check in/Check out Yes Yes Yes Yes Yes

Current data.aru file is moved to history¥data folder for backup after check in. The maximum of backup data quantity is 50.
If you want to change the maximum of backup data quantity, please change the ARU_BACKUP_COUNT option in
asnlsenv.txt file and restart the service program from Asprova DS/NLS utility.

13



3. 3 Uploading/downloading table files

Asprova can either import or export the same tables (i.e., Result Table, Integrated BOM Editor, etc.), available for DBIO
imports or exports, against DS. When the data is exported against DS from Asprova, it is called “uploading.” On the other
hand, when the data is imported to Asprova, it is called “downloading.”

Exclusive control does not apply to the uploading/downloading of table files. Accordingly, multiple users, who are on the
network, can upload the data concurrently. In addition, while some user is rescheduling, the other users can input results or
change the master.

/ wle files
Check-out in progress \

.aru .aru .aru
User A User B User C

In addition, Asprova is checking at periodic intervals to see if a new file has been uploaded into DS. When a new file is
uploaded, such notice will appear on the screen for Asprova. Therefore, the users can download a new table file
immediately.

DS
(2) Detecting that the Result table
) Uploading the

1
'\( result table has beey’y3 Sownond
Check-out in progress result table uploaded (3) Downloa
aru aru aru

When it is detected that a new table file has been uploaded into DS, the window, as shown in the left figure, will appear on

Asprova side, as shown below. After that, the icon will appear in the lower right corner of the frame as shown below. The
user can update using the latest data by clicking this icon.
=3 =a .

<l Syst | 200877

NUM

Asprova D=

— 1 new update (Result)

Foull

14



Please be aware that exclusive control is not applied to the tables within the project. The users of the project should make
an arrangement whereby for example, each user will only edit certain items in the Integrated Master table. Since the
Integrated Master table can be updated per item, this will not cause conflicts.

Example: The user A handles Production BOM for the items of group A only.

And the user B handles the Production BOM for all groups other than Group A. The following table shows various tables at
which the downloading/uploading can be implemented for different modules.

Table SCP | APS MS MRP MS Light SED BOM MES
Production BOM Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Item Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Resource Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Process Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Spec N Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Spec Setup N Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Item setup Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Resource Setup Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Calendar Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Shift Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
User table Upload Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Order Upload Yes Yes Yes Yes Yes Yes | InPart | InPart
Download Yes Yes Yes Yes Yes Yes Yes Yes
Result Upload Yes Yes Yes Yes Yes Yes Yes Yes
Download Yes Yes Yes Yes Yes Yes Yes Yes
Operation Upload Yes Yes Yes Yes Yes Yes Yes
(Differential data) Download Yes Yes Yes Yes Yes Yes Yes Yes

The orders which were added by BOM will become Quick Shoot Orders.
Though Order table can be uploaded by MES, only the results of the orders will be uploaded. Orders cannot be added or
deleted.

15



3. 4 Details for uploading/downloading

DBIO is used for DS for uploading/downloading, but the following primary keys are used.

Table name Primary key

Production BOM | Finished item code, Process selector code process number,
Task selector code, Instruction type, Instruction code, ltem
resource code

Result None
Other Code

However, the integrated master handles uploading/downloading by refreshing by each item. That is to say, the Import and
Export are specified as “Yes (forced refresh by item)” and “Yes (differential by item)” respectively. In addition, when there
exist the tables such as Calendar or Item Setup where the primary key normally cannot specify the object, it is noted that
only when DS is in use, the code of each object can be taken as “User name + Time + Object ID.” Therefore, it is possible
to specify one object even in case of such table. Further, the code is set for a primary key in other tables. On this occasion,
when the user executes uploading after changing the order code, Asprova will not recognize it as a code change but as a
new addition.

3. 5 Table files on DS

The changes that have been uploaded to DS are stored in the project folder, “transaction” folder as compressed files.
Several files belonging to the same table are stocked too. The stored files move to the “history¥table” folder when the

project files for which such changes have been incorporated are checked in.

transaction transaction
Result-20071121-151354-mes1.gz
Result-20071121-151658-mes2.gz

history¥table history¥table

Result-20071121-151354-mes1.gz
Result-20071121-151658-mes2.gz

Accordingly, the changes which have not been checked in will remain in the transaction folder.
If the data files saved in history folder is over 14 days, they will be deleted automatically. Save days is set by

TABLE_BACKUP_DAY_COUNT option in asnlsenv.txt file and can be modified. Please restart the service program from
Asprova DS/NLS utility after changing the option.

16



4. Asprova NLS/DS Utility

This is a utility tool used for making the various Asprova NLS/DS settings, viewing logs, starting and stopping the server,
as well as for license update processing. To start the NLS/DS utility, from the Start menu, select "Asprova NLS/DS” and
then "Start the Asprova NLS/DS Utility” (administrator authority is required). This chapter explains the main functions.

4. 1 Project table

Register a project file. This is used only for Asprova DS. Change the file name of the project file to data.aru in advance, and
decide the project name and the folder where the project file will be placed.

/ Asprova DS/NLS Utility ~ Ver.1.0.0.29 =5
Glient Server |
Use on machine in which Asprova DSANLS iz installed.
Edit Table
Project Table User Table |
Start Server Log File
Start | | Open
Azprova DS/NLS Protector Magic #
oK o))
F p— N
Project Table
Project name Path Comment | 3CGPS | SCP | VIEW | APS | MS | MRP | WS L

1 Factory& CiAzprovalData¥Sited

Warning: Any sites registered beyond the number of licenses will be ignored by Asprova DS.

Add Edit Remove oK | Cancel

In “Project”, register an arbitrary character string for identifying the project, and for the path, register the folder path for
saving the project file (data.aru).

Module type columns such as "SCP" and "APS" are for specifying the upper limit of the number of network licenses that

can be used for each project. They are displayed when the utility version is Ver. 1.0.0.25 or higher. (3¢ MSL refers to MS

Light module. VIEW has been integrated in MES from Asprova Ver. 14.0.) For example, if the customer has 2 APS

licenses, but the APS field of “FactoryA” is specified with “1”. Then only 1 user can log in Asprova NLS to get the license.
17



In other words, if you have multiple licenses and users of one project use several licenses at the same time, this is used to
avoid users of other projects from running out of licenses and therefore not being able to log in.

If the field is null, then there is no max license account.

The number of project which the user can register is defined as follows:
When used with NLS: Up to the number of licenses of the scheduler module For instance, when one (1)
APS and one (1) LS were purchased, the user is allowed to prepare for two (2)

project.
When DS only is used: One (1) only

18



4. 2 User table

You can edit the user table with the user table button on the left in the figure below.

' Asprova DS/NLS Lhility

Client  Server

Use on machine in which Asprova DS/NLS is installed.

Edit Table
‘ Project Table ’ User Table
————
Start Server Log File
Start Stop QOpen
Update license
License file
Update license
e-Protector
Read certificate file
Update protector Certify the official or backup version
licence file before first usage. Update
Magic No by Magic No.
Certificate Serial No: 5480
Time Limit: 2018/02/01
Execute
oK Fotll EREA)

' User Table
User Project | Sub Serial No | Module type | Authentication method| Resource lock| Time constrai

1 aps Factony A APS MLS [l 1

2 s Factory A ifl=3 MLS O [l

& mrp Factony A MRF MLS [l [l

4 mes Factory A MES MLS

B sed Factory A SED MNLS

< >

] _ *Order Auto-replenishment, Scheduling Parameter, Scheduling Command, Sub
Add Edit Resource, Branch processes and Split operation are MS Light only options. oK Cancel

When Asprova NLS is used, mapping of users and licenses is performed.

When Asprova DS is used, mapping of users and project files is performed.

Immediately following installation, although some sample users will already be registered, please feel free to change it.

19



Add and edit user account
The "Add" and "Edit" buttons at the bottom left of the user table
launch the dialog box on the right.

Any number of users can be added.

Either a single-byte character string or a multi-byte character string
can be used for the user name. However, the following characters
cannot be used.

T¥[] = AF7<>@ -

Specify a password string of 8 or more characters that combine three
or more types of characters from uppercase letters, lowercase letters,
numbers, and symbols.

20

User Account

User Name |

Authentication [/] Asprova NLS
method [] Active Directary
[ Active Directory { Single Sign On )

Password |

*You can not use a spedial string in the user name.
¥ l=, +72<>@

* Spedify character string more than & characters
that put 3 kinds or more together from lowercase,
uppercase, number and special character.

- =]




User Type
This property was added in Asprova Ver.14.2.

When a user is specified as an “Administrator”, the user can do the followings:
1. Create, modify, and assign custom menus for other common users.
2. Create, modify, and assign styles for other common users.
Please note that to use this functionality, in Asprova’s Workspace settings, [Menu Management] and
[Style Management] has to be set to “Project manager”.
Please refer to Asprova Help for more information.

Authentication method

This is the user authentication method. There are the following three types of authentication method.

Authentication method Auth type
(abbreviation)

Asprova NLS/DS NLS/DS User authentication is done by Asprova NLS/DS. The user

name and password entered in Asprova will be used.

Active Directory AD User authentication is done by Active Directory. The user name

and password entered in Asprova will be used.

Active Directory (Single Sign On) AD(SS0) User authentication is done by Active Directory. The user name
and password used when logging in to Windows will be used.

When using Active Directory, it is necessary to specify the domain controller's IP address, host name, domain name, etc., in

anlsenv.txt. For the specification method, see Chapter 6.3.

Project
This item needs to be set when using Asprova DS. Set the project name registered in the project table.

21




Sub Serial No, Module Type, Options, Operation Count

B These items need to be set when using Asprova DS.

Assign to the user a license that is available to the user. There are several ways to assign licenses. The following explanation

uses an example where the license listed in the license file is as follows.

The sub serial no. is a number assigned to each license starting from 0.

Sub serial No. Module type Options Operation
count
0 APS 1,000,000
1 MS Sales Orders 1,000,000
2 MS Group Assign 100,000
3 MS 100,000
4 SED 1,000,000
5 SED 100,000
6 MES 100,000

Below is an example of how to assign licenses.

Available Sub Serial Nos.
Sub Group License License
Module Sales | Purchase Operation
User serial No Assign Definition Definition
type Orders | orders count Description
Version = 0 Version = 1

Userl 0 0 0 Specify a license by its Sub Serial No.

User2 0:1:2 0:1:2 0:1:2 Mu_ltlple Sub Serial Nos. can be specified with semicolon
delimiters.

User3 0:1:2 1,000,000 01 01 If you specify an operation count, thg I|cen§es will be
narrowed down to those that meet this requirement.

If you specify only the module type, the licenses will be

User4 MS 1;2;3 1;2;3 narrowed down to the licenses that meet this requirement.

If the license definition version is 0, you can choose any
combination of module type and options, freely combining an
available MS and group assign options for assignment.

User5 MS n 1;2;3 2 When the license definition version is 1, the combination of
module type and options is fixed to the combination described
in the license file. Licenses are narrowed down to Sub Serial
No. 2.

If the license definition version is 0, assign a combination of
z x .. an available MS, sales order option, and group assign option.

User6 MS n n L3 n/a If the license definition version is 1, no license that satisfies all
conditions can be found.

No matching license can be found. Functionally, APS is

User7 MS f n/a nla applicable, but because MS is specified for module type, it
cannot be selected.

User8 MS 100,000 1;2;3 1;2;3 . L .
Narrow down to a sub license that satisfies all the specified

Userg MS 1,000,000 1 1 items other than options.

User10 SED Input not allowed 4;5 45 i L .

P Narrow down to a sub license that satisfies all the specified

Useril SED Input not allowed 1,000,000 5 5 !tems other than optlons.. Since SED |s.not a schedu.ler module,
it does not consume options. See Inheritance of options in the
help file.

Userl12 MES Input not allowed 6 6 P

User13 1,000,000 0:1:4 0:1:4 :Esvsgslsfigllzu specify only the operation count, narrowing down

22




Even with the same settings, the available licenses depend on the license definition version. The license definition version is

basically determined by the Asprova version that was purchased.

Version of purchased Asprova License definition version Combination of module type and options
Ver.14.0 or later 0 Fix
Versions earlier than Ver. 14.0 1 Reason

The license definition version is described in the Definition Version item in the license file. It is 0 unless otherwise

specified.

If there are multiple licenses that can be acquired, find an available license from the ones with the lowest operation count

while still satisfying the specified operation count. If two or more licenses with the same operation count are available, the

license with the smallest sub license number is supplied.

Operation count
1. The specified value must be more than 100.

2. If the user table with operation quantity saved using Utility Ver.1.0.0.17 is opened and saved using Utility Ver.1.0.0.16

and below, the operation quantity set before will be erased.
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4. 3 Starting Asprova DS/NLS

Please press the following button in order to start it from Asprova DS/NLS utility.

' Asprova DS/NLS Lhility  Ver2.0.0.0

Client ~ Server

Use on machine in which Asprova DS/NLS is installed.
Edit Table

User Table

Project Table

Log File

Open

Update license
License file

Update license

e-Protector

Read certificate file

Certify the official or backup version
licence file before first usage. Update
by Magic No.

Update protector
Magic No

Certificate Serial No: 5480
Timne Limit : 2018/02/01

Execute

oK Frotll

ik
Bl

After the user

has successfully started it, the following
dialog will appear.

ANLSU

S

) Started Asprova DS/NLS.

OK

If neither of these buttons can be pressed, the installation may have failed. In this case, perform reinstall Asprova NLS/DS.

Asprova NLS/DS can also be started up from the service menu of Windows. It is registered as Asprova NLS in Windows’

service menu. The user may desire to start Asprova DS/NLS automatically when starting OS. In this case, please specify

using the service menu.
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After it has started, Asprova NLS.exe outputs a log file whenever an event occurs. The log file can be viewed with the

following button.

' Asprova DS/NLS Utility  Ver2.0.0.0

Client ~ Server

Use on machine in which Asprova DS/NLS is installed.

Edit Table
Project Table User Table

Start Server Log File
Start Stop Open >

Update license

License file
Update license
e-Protector
Read certificate file
Update protector Certify the official or backup version
Magic No :;;Enr‘lqcaz If:eN I::fore first usage, Update
Certificate Serial No: 5480
Ep— Time Limit : 2018/02/0
oK Foutll EREA)
A B C D] E F B} H I ;
1 |Date P Address Connection ID User MName Site Mame Message ID Bvent
2 2ManM2/3 1045 10001 Verl 0035 Starting E
3 | 2014/12/3 1045 10016 Starting from IP Address<19216807
4 | 200412431045 10017 Found protector with serial number <
5o 201412/3 1045 10008 The licence file <d¥Program Files (xi
§ | 2014/192/3 1045 10002 Successfully Started.
720412431045 10021 Commenced periodical signal receptic «
M4 » M asrilslog ¥ 4] i | v [

The log file is CSV file. The user can browse it using the application (i.e., MS Excel or text editor) specified in OS.

In the event that if Asprova NLS suddenly terminated unexpectedly, |EsSSisiatis “

Windows can automatically restart Asprova NLS. Ganaral | Log On | Recovery |Dapandincies
Open Windows’ Services dialog and ﬁnd ASpI‘OV& NLS ’S Service and gceztlieocl;tsfhe computer's response if thiz service fails. Halp me zet up recovery
Open PrOpel’tIeS First failure: Festart the Sarvice R
In the Properties dialog under the “Recovery tab”, you can specify the Second faiure: Teke Mo Action o
service to restart in case of a failure like in the image. Subsequent filures: Take No Action %

Feset fail count after: l:l days

Festart service after; l:l minutes

LI Enable actions for stops with errors. Restart Computer Options...

Run program
Erowsze ..
Append fail count to end of command line ( fail=M14)
Gancel E

4.4 Updating license and protector

Please refer to chapter 9 of this manual.
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4. 5 Search Asprova NLS/Asprova DS

By pressing the “ Find” button on the client tab, you can search Asprova NLS on the network (if you cannot find it the first
time around, try pressing the button two or three times).

& Aszprova DSSHLS Utility Yer 1 .0.0.24

Client l Server ]

lze on machine in which Azprova iz installed.

Host name | IF Address -

mellls 192165057 = ToP || 4000

AlanDeskiop | 192168056 = UDF 1 4001

zhu 192168035

heero—aedl d2cf 1921680687 "

< B G )
Licenze acquisition methg——_

[ With IP fAddress or Host Mame Specified

[F Address | Metwork license ﬂ

Hozt Mame |

ok | Eeuta |

If Asprova NLS/DS is nearby, you can find it by simply pressing the Find button, but if it is far, select the "Specify IP

address or host name" check box and specify IP address or host name, and then press the * Find” button.

If Asprova NLS/DS started normally and the protector can be recognized, the following dialog box will be displayed so you
can confirm the number of licenses.

Asprova NLS Status

# Licenses
JSerial # APS M5 MSL MSLL LS MRP | MES | BOM KPI DS Resource lock Time constraint MAX | Sales Purch
1 4673 1 1 1] 0 1 1 1 1 1 1 |0 i i i

|
| ™

Close
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5. Asprova SCP/APS

5. 1 Setup procedure

To use network licenses, set up the license acquisition method on the machine that will run Asprova.exe. The user can set it
up with [Module]-[Switching License Obtaining Method] from Asprova Menu.

When [Network License] is selected, the license obtaining method will change to Network License. This will apply when

Asprova.exe is activated next time.

Asprova NLS Legin

Lser: ||'|'lS
Password: |
Project: |Factory A | Asprova

1 } Connection to zerver succeeded.

Less QK | Cancel |

Auth type: |Asprava NLS [ DS |

Haost name or

| 192,168.0. 10|
IP address:

Test connection |

If you specify Asprova NLS/DS as "Host name or IP address", you can test the connection with the "Test connection™
button. (If the version is less than Asprova Ver. 14.0, only specification by IP address is possible.) If the test is successful, a

dialog box like the one on the right will be displayed.

Please select [Network License (automated login)] for network obtaining method when the user prefers to start Asprova

automatically. It will automatically log in, using the information the user logged in last time.
If "Auth type" is set to Active Directory, specify the domain name and user name. For details, see Help No.: 737855, or go

to the following URL.
http://lib.asprova.com/onlinehelp/en/AS2003HELP00737855.html
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5. 2 Communication

Asprova DS/NLS (AsprovaNLS.exe) is a service program and wait ready for the access from Asprova while it is activated.
When each module for Asprova.exe is activated, it goes to connect Asprova NLS to which it connected last time. When the
user uses the network license for the first time, Asprova DS/NLS is sought for automatically (When it is not, the access will
become possible by setting IP address.)

Log-in-console will be displayed after it has been connected.

Aszprova HLS Login

User narne: |EIF'5
Password: |******|
Projact: |5itEF'. j

More | O | Cancel |

When the user enters the user name and password on the log-in-console, Asprova calls for log-in for Asprova NLS. Asprova

begins corresponding with Asprova DS/NLS at TCP (default port number: 4000), including log-in. When the user desires to
change the port number, two things are to be noted. The first thing is to change the utility on Asprova side. The other thing
is to change the item for SERVER_UDP_PORT in anlsenv.txt on Asprova DS/NLS side and restart the service program.

After the user is finished with logging in, Asprova sends UDP (default port number:4001) packet with the periodic interval
(90 seconds) toward Asprova NLS. (When this packet does not reach to Asprova NLS for more than 5 minutes, it is judged
that the network is blocked or that Asprova is invalidly terminated. As a result, the license dialog will be opened up.) After
that, Asprova will make an inquiry to Asprova NLS when executing the command and verify if the license is still valid.

On the other hand, Asprova NLS checks to see with the interval of 2 minutes if the protector is installed.

As long as Asprova NLS is connected with Asprova, the obtained license is held until Asprova is terminated. When the user

desires to open up the license dialog, please terminate Asprova or log out at [Module]-[Log out] from Menu.

<<Remarks>>

@ In the case where Asprova NLS is abnormally terminated, the license will revert to the trial version. The license
reversion will occur next time the above dialog is shown.

@ When the network is blocked, the license will be opened up. The user will be using the free version of Asprova when
the license is verified next time.

(@ When the user starts multiple Asprova, using the same machine/user name/module type, the only one license is
consumed. On other occasions, the license will be consumed for each Asprova that is activated.

@  The Asprova DS/NLS uses port 4002 on UDP when searching for a server.
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5.3 Asprova version

@ There is only 32bit version for Asprova DS/NLS. In case of running Asprova DS/NLS on the OS installed on 64bit
CPU (x64), please install the 32bit version.

@ If the version is Asprova NLS/DS 2.0.0.0 or later, use Asprova version 14.0.0 or later. Otherwise, the characters in
multi-byte character strings may be garbled.

@ In case that the version of Asprova DS/NLS is over Ver.1.0.0.16, the version of Asprova should be over than Ver.7.2.0.
If the version of Asprova is less than Ver.7.2.0, DS settings (project table or data.aru) cannot be set even the DS license

exists. A message, “Download failed. The file was not found on the data server, or the file load failed.”, is displayed
when logging into NLS.
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5.4 Asprova custom menu

Every user can set the custom menu in Asprova after logging into NLS or DS.

:;m Edit Wiew Table View Schedule Chart Table Tools Window Help
Bewvert...

Cloze
E Save Cirl+s

Save Hz.
Data Server L

Synchronize
Impart

Export

Data /D Settings

HML Impart...
XML Export r

&5 Frint.. Gtrl+P
[& Print Preview

Print Settings...

Print color settings...

Printer Settings...

Exit

In case of Asprova specified module, such as MES, user cannot save the project file. But the user can save the custom menu
when using the module by Asprova DS/NLS. In case of DS, custom menu XML file can be uploaded to DS. The XML file
is also downloaded and loaded in Asprova when the latest data is downloaded.

Please read Asprova help for much more info. HelpNo.: 743190 [GUI]-[Supplement]-[ XML Import - Export (Display

settings - Custom menu)]
* Asprova DS/NLS should be over Ver.1.0.0.24. Asprova APS should be over Ver.9.0.0.
5.5 Asprova style

Every user can set the display style in Asprova after logging into NLS or DS. Please read Asprova help for much more info.
HelpNo.: 706200 “Style for Every User”

In case of Asprova specified module, such as MES, user cannot save the project file. But the user can save the style when
using the module by Asprova DS/NLS. In case of DS, style XML file can be uploaded to DS. The XML file is also
downloaded and loaded in Asprova when the latest data is downloaded. Please read Asprova help for much more info.
HelpNo.: 743190 [GUI]-[Supplement]-[ XML Import - Export (Display settings - Custom menu)]

* Asprova DS/NLS should be over Ver.1.0.0.24. Asprova APS should be over Ver.9.0.0.
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6. Environment settings

The environment settings are done in anlsenv.txt. Edit the settings with a text editor if necessary. After editing, restart
Asprova NLS/DS.

If you want to restore the state to the state immediately after anlsenv.txt was installed, there is a file with the same name in
the “config” folder, so refer to that file or overwrite the file that contains your edited settings with that file. If installation
was done to the standard install destination, that file is located in "C:¥Program Files (x86)¥Asprova Corporation¥Asprova
NLS¥config".

6. 1 How to set IP address and start Server

Based on the default setting, the server starts using the IP address finds first. When multiple network cards and IP addresses
exist, please remove the portions that are commented out in asnlsenv.txt, and set the IP address to start the server.
IP_ADDRESS 192.168.0.10

6. 2 How to set IP address to reject access from

The user can reject the access to the server by editing asnlsenv.txt and setting IP addresses to allow or deny.
Example 1: Permit 192.168.0.10 only
<access>
allow 192.168.0.10
denyall
</access>
Example 2:Permit 192.168.0.0 — 255 only
<access>
allow 192.168.0
denyall
</access>
When access is made from an IP address which is not permitted, the following log entry will be made.
2021/11/20 18:08 192.168.0.20 Access is rejected due to the setting
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6. 3 Active Directory settings

Caution:
Functions related to Active Directory are still test releases in Asprova Ver. 14.0 and Asprova NLS/DS 2.0 (as of August 1,

2017). Since there is the possibility that these functions may not work with some of the many possible setting

configurations of Active Directory used by our customers, if considering their use, please contact us in advance through
your distributor.

When using Active Directory for user authentication, please specify the server(s) for Active Directory.
Up to 16 servers can be specified. Please use AD_DOMAINO1 through AD _ DOMAIN16.

Below is a specification example. Replace the domain and IP address in the example with yours.

hostname.asprova.com Fully qualified domain name

192.168.0.1 IP Address

hostname.asprova.com:389 Fully qualified domain name: Port number
192.168.0.1:389 IP address: Port number

The support status of Active Directory Service for each OS is as follows.

Windows Server 2003 and earlier OS Not supported
Windows Server 2008 Supported
Windows Server 2012 R2 Supported
Windows Server 2016 Supported

6. 4 Number of project file backups

The number of project file backups when using Asprova DS can be set as follows.
ARU_BACKUP_COUNT
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7. e-Protector

e-Protector is a system that identifies machines licensed through the installation of software.

The following is a comparison table of e-Protector and USB protector.

e-Protector

USB Protector

Type

Software

Hardware

Durability

No possibility of deterioration or damage.

Possibility of deterioration or damage.

Main reasons

selection

for

You are using a machine without USB ports.
USB ports cannot be used for security reasons.
The machine you use is in the cloud.

The USB protector may get lost.

It is easy to switch machines.

In the case of the e-Protector, the initial PC
authentication process takes a long time, and a
similar procedure is again necessary if

switching to another PC.
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7. 1 Authentication procedure of e-Protector

The following files have to be transferred between the customer and the Asprova Corporation or your Asprova distributor.

File name Description Step

asprovisional.ch This file is used to create the Fingerprint file for the target PC. n

(Original certificate file) This file is saved in Asprova NLS’ program folder when Asprova NLS is being

installed.

asfingerprint.ch This file is to be sent from the customer to the Asprovg °

Corporation/distributor.

(Fingerprint file)
This file is created by Asprova DS/NLS and saved in Asprova NLS’ program

folder based on asprovisional.v2c(see 0 ).

aslicenseXXXX.v2c This file is sent from Asprova Corporation/distributor to the customer. 2

. e . The license information is included in this file. The “XXXX” in file name
(Official certificate file)
refers to the serial No. For example, if the serial No. is 3000, the file name s
aslicense3000.v2c.

After this file is loaded by the Asprova DS/NLS utility, Asprova NLS is

available.

) i . B
ascreatelogXXXX.ch This file is to be sent from the customer to the Asprov
Corporation/distributor.

This file is created by Asprova DS/NLS when aslicenseXXXX.v2¢ (Official

(Log file of creating e-Protector)

certificate file) is being loaded. Enter the serial number for “XXXX” in the file

name.

2 “Step” is the detailed procedure step number. This is described later. Each of the files will become necessary or will be
created at the respective step number.

The flow of exchange of these files is as follows.

S

Customer Asprova
1 |
[ Install Asprova NLS ]

Load the initial authentication file
with the Asprova NLS/DS utility.

It will take a few days to create
the official certificate file.

|
|
|
Create fingerprint file “asfingerprint.c2v”” and |
send it to the Asprova Corporation/distr. I

|

L]

' p 6 |

| v Please send the fingerprint file
| Official certificate file “aslicenseXXXX.V2C” is | with a sufficient marain of time.

sent to the customer I

' =
Read the official certificate file with

Asprova DS/NLS utility. Create e-Protector log file “ascreatelogXX
and send it tg L{[he Asprova Corporation.




The detailed process is outlined below. Please stick to this sequence strictly.

(D Start Asprova DS/NLS utility.
A button for updating the authentication file is displayed.
(For versions earlier than Ver. 2, it is necessary to remove the USB protector.
If the machine was booted with the USB protector installed, exit the Asprova NLS/DS utility, remove the USB
protector, and then start the Asprova NLS/DS utility.)

# Asprova DS/MLS Utility  Ver1.0.0.28 =
Glient Server |

Uze on maching in which fsprova D5ANLS iz installed.

Edit Table
Project Table | Uzer Table |
Start Server Loe File

Start Stop | Open

fzprova DSAMLS Protector Magic #

e-Protectar

Read certificate file |

Certifiv the official or backup werzion
licence file before first uzage. Update

by magic #

Certificate zerial #:
Time Limit :

o] 4 E o [P

@ Read the original certificate file.

The original certificate file “asprovisional.v2¢” is created by Asprova NLS and saved in Asprova NLS’ program
folder.

When clicking on the "Read certificate file" button, there is a dialog to either read the certificate file or to create a
fingerprint file.

To load the certificate file, please select [Yes].

If you select [No], Asprova NLS creates the fingerprint file “asfingerprint.c2v”.

> If the fingerprint file is deleted mistakenly, please click [No] to create the fingerprint file again.

[ ANLSUEi (23w

-

i ™% Do you want to read the certificate file?
W If you only create the fingerprint file,
please click [Meo].

es Mo Cancel
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If you click [Yes], there is an ‘open file’ dialog. Please open the original certificate file “asprovisional.v2c”.

-,

#F Open @
Laak in: | | hsprovahLS j f_‘-“f( Egr
= Marme : Date modified [
.ni'!}l ] .
e Bl . Backup 2013/02/19 18:32 f
| config 2013/02/18 16:34 f
! | Hasp 2013/02/18 16:34 f
e shtop | licensefile 2013,/02/19 18:32 f
s , Sentinel 2013/02/18 16:34 I
= || asprovisional.v2c 2012/06/01 11:17 y
Libraries=
Computer
T
h 4 1 P
e twark
File name: |aspr-:n.n'5iu:-n alwdc ﬂ Open |
Files of typa: |‘-.-’endn:rrTn:|l3u stomer file (e w2c) j Cancel

If the fingerprint file is created successfully, it will pop up a dialog as follows.

AMLSUHi

- The fingerprint file was created.
File name <asfingerprint.c2v=
Please send this file to Asprova corporation.

=

oK

-

The fingerprint file “asfingerprint.c2v” is to be sent to the Asprova Corporation/distributor.

The Asprova Corporation will then create the official certificate file “aslicenseXXXX.v2¢” based on the fingerprint

file and send it to the customer.

AAsprova NLS cannot be used until you receive the official certificate file.

It takes a few days to create the official certificate file. Please send the fingerprint file with a sufficient margin

of time.
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(@ Load the authorization file provided by your distributor (or Asprova Corporation) with the Asprova NLS/DS utility.
After preparing the official authentication file "aslicense XXXX.v2c" (XXXX is the serial number), proceed with the
operation.

Start the Asprova DS/NLS utility and click on the “Read certificate file” button.

# Asprova DS/NLS Utility  ver1.0.0.28 (23w
Client  Server |

Uze on machine in which fsprova DSAHLS iz installed.

Edit Tahle
Project Table | Uszer Table |
Start Server Loe File

Start Stop | Open

fezprova D5ANLS Protector Magic &

e-Protector

Read certificate file |

Certifiy the official or backup verzion
licence file before firet uzage. Update

by magic #.

Certificate serial #:
Time Limit :

(o] 4 )l

Please select the official certificate file “aslicenseXXXX.v2¢”.
#¢ The official certificate file created in step © cannot be used on any other PC. If the target PC has to be changed,
please unlock the official certificate file on the original PC first. Then obtain the official certificate file for the

new target PC. Please refer to “Notes on using the e-Protector” for more information.

# Open (3]
Laok in: | | AsprovahlLs j ﬁ Eg~
A Mame = Date modified
ey y
Recent Places ) Backup 2013/02/19 18:32 I
J config 2013/02/18 16:34 ]
! J Hasp 2013/02/18 16:34 I
Doe sktap | licensefile 2013/02/19 22:03 ]
L= J Sentinel 2013/02/18 16:34 I
= || aslicenseb346.v2c 2013/02/19 18:04 |
Libraria= .. PR
|| asprovisional.v2c 2012/06/01 11:17 A
Computer
e
h Fl 1 ¢
e twark
File name: |as|icense§345.u‘2c: ﬂ Open |
Filas oftype: |‘u’endorToCustomer fila (¥ w2 ) j Cancel
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[ ANLsUSi =

f i | The e-Protector of serial # 5346 was created.
The log file of e-Protector was created.
File name <ascreatelog5346. c2v>
Please send this file to Asprova corporation.

0K

Please send the ascreatelogXXXX.c2v file (Log file of creating e-Protector) to the Asprova Corporation/distributor,

because it is essential to manage the customer license.

#¢ Asprova NLS can be used after this step. It is not necessary to wait for the authentication file to be sent from the
distributor (or Asprova Corporation).

If the e-Protector was created successfully, the serial No. is displayed in the “Certificated serial #” field. If the serial
No. is not displayed in this field, the e-Protector cannot be used.

# Asprova DS/NLS Utility  Ver1.0.0.27 ==

-

"Client Serwer ]

Uze on machine in which Asprowa DS/MLS is installed.
Edit Table
Fraoject Table | User Table |

Start Server Lok File

Stop Open

Azprova DSSLS Protector Magic #

e—Protectaor

Read certificate file I

Certificate the official or backup
werzion licence file at the first time.
Update the maintenance period by
Certificate serial #: 5346

Time Limit : 201 44501 31

ak. Cancel
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7. 2 Notes on using the e-Protector

When the version of Asprova NLS/DS is earlier than 2, the e-Protector cannot be recognized if the USB protector is

plugged in. If the e-Protector is being used, the USB protector should be unplugged.

The license has to be updated every year. It will be updated with the license file provided by your distributor (or

Asprova Corporation). Please refer to the chapter “9. Update license” for more information.

The target PC you want use for the e-Protector has to be authenticated.

If you want to move the e-Protector to another PC, please unlock the official certificate file on the original PC first.

Then obtain the official certificate file for the new target PC.

This service |

S

only available for the user wi

t h

Please follow the steps on the next page to change the e-protector’s target PC. The following files are necessary for

the new target PC.

In addition, some files are necessary if the official certificate file is unlocked on the original PC.

asprovisional.v2c (Original certificate file)

asfingerprint.c2v (Fingerprint file)
aslicenseXXXX.v2¢c (Official certificate file)

ascreatelogXXXX.c2v  (Log file of creating e-Protector)

File name

Description

ascancelXXXX.v2c

(Cancel certificate file)

This file is sent from the Asprova Corporation/distributor to the customer.

This file is used to delete the license information of the original PC.

The “XXXX” in the file name refers to the serial number. For example, if the
serial number is 3000, the file name is ascancel3000.v2c.

This file is used to delete the license information of the original PC. Asprova
NLS cannot be used after the Asprova DS/NLS utility read this file. (The
e-Protector cannot be recognized.)

Accordingly, please be careful when performing this operation.

ascancellogXXXX.c2v
(Cancel log file)

This file is to be sent from the customer to the Asprova Corporation.

The cancel log file is created in Asprova NLS folder when the Asprova
DS/NLS utility read the ascancel XXXX.v2c (Cancel certificate file). Enter the
serial number for “XXXX” in the file name.

Please send this file and the fingerprint file of the new target PC to Asprova.
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IV. Then the Asprova Corporation sends the official certificate file for the new target PC to the customer.
A variety of virtual machine (VM) systems and cloud services are currently supported.
Each VM must be authenticated with an individual eProtector. Using any function that causes hardware information
to be changed may result in the eProtector not being recognized, as the eProtector is tied to a specific hardware setup.
Please confirm the virtual machine technology used.

VMWare Microsoft Xen Amazon
. . 4.7 i
ESXi Workstation | Hyper-V Azure Web Service EC2
4.x,5.0-5.5 10
Server
2008, 2012
Use of e-Protector Yes Yes Yes Yes Yes Yes

Using the following functions will

result in a failure to recognize the eProtector. (x: unusa

ble combination)

Live Migration X X X X X

Hot standby X X X X X X
Cloning X X X X X X
Snapshot Restoration X X X X X X
Instance Resizing X X

Here’s a brief explanation of these functions and why they will not work:
Live Migration Moving a running virtual machine to a different physical machine without any disconnections, by
transferring the memory, storage, and network states to the new physical machine. As the physical hardware is

different, the e-Protector will not be recognized.

Example: Migrating a virtual machine with data saved in Virtual Hard Disk (VHD) file on common storage from
Server Ato B.

Virtual Machine

~

Server B

~

Common storage
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Hot standby Have identical redundant systems on standby and switch over when there is a failure on the main
system. As the physical hardware is different, the eProtector will not be recognized. Other similar methods

include for example cold standby, immediately passing the processing to another line.

Example: Provide server B having the same system configuration as A a standby system, and when failure occurs
in server A, switch to B.

Sen?er A Sefver B

Cloning
VMs can be cloned and started up on a different machine.
In Amazon Web Service EC2 an Machine Image (AMI) is created after e-protector will not be recognized, so it is

necessary to perform the authentication procedure again.

Snapshot Restoration
A system can be backed up at any time as a snapshot. If the snapshot is restored on a different machine, the
physical hardware is different, so the e-Protector will not be recognized.

Instance Resizing
AWS EC2 allows a system’s resources to be changed, such as adding/removing computing resources or changing
instance type.

The instance type of a virtual machine can be changed.

V. The application of e-Protector may be blocked by anti-virus software such as DEP, which will make e-Protector not
be recognized. In this situation, please add the following file to the whitelist of the anti-virus software to avoid being
blocked.

C:¥Windows¥System32¥hasplms.exe

41



7. 3 Process of moving the e-Protector to another PC

Customer Asprova
= | Corporation/distr.
I Asprova NLS cannot be used after reading the cancel certificate file for original

New target PC I | PC.Createa fingerprint file on the new target PC and follow the procedure up to
| 'V authentication.

|
I
[ Install Asprova NLS ] I
|

LN
-
Read the original certificate file with

the Asprova DS/NLS utility.

The fingerprint file “asfingerprint.c2v” is to be sent to the

I 1t will take a few days to create

Asprova Corporation/distributor. I the official certificate file.

' y 5
| I Please send the file with a
| Send the official certificate file “aslicenseXXXX.v2¢c” sufficient marain of time.
— — - - N to the customer. |
Read the official certificate file with I
Asprova DS/NLS utility.
I Save the created e-Protector creation log filel
I "ascreatelogX XXX.c2v". Asprova NLS can be used for only|
a short time on this new PC. Magic No. for extending timel
imit will be delivered after cancelling the origina
| limit will be delivered aft lling the original PC
Seeeeeeeetttttttttteiepeeetttttttttttttttttttttttttttttttttttttttttssstssstsssssssnns |
‘;J ﬂ I | Thelicense information of current PC will be canceled from now on. |
ZF ) I I
I |
Current PC |

Create the e-Protector log file in
Asprova DS/NLS utility.

Send the e-Protector log file “ascreatelogXXXX.c2v”
the Asprova Corporation/distributor.

It takes a few days to create the
cancel certificate file.

| Please send the file with a

| 3

| > e T
% SUfflClent marain ()f time.
| Send the cancel certificate file

| “ascancel XXXX.v2¢” to the customer. |
' '
Read the cancel certificate file in Asprova I
DS/NLS utility. Send the cancel log file “ascancellogXXXX.c2v” fo )
I the Asprova Corporation/distributor. | 1t will take several days before
I I the magic number for the new
. PC can be sent to you.
Asprova NLS cannot be used on this PC from now on. Y
Please send the cancel log file of the Current PC and the e-Protector log file of the new | Please send the file with a
' target PC to the Asprova Corporation/distributor. ] sufficient margin of time.
=l | | Update the license by magic No. and extend time limit for the new target PC. |
| I

i l
New target PC Send the magic No to the customer to update the license |

] and extend time limit for the new target PC.

Asprova NLS/DS utility. I

l
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8. Backup environment for use in case of trouble

A Backup Version protector will be supplied to users who have concluded a maintenance contract. If you have a Backup

\ersion protector, you can prepare a backup environment for any of the following problems.

Failure of USB protector

Failure of machine on which Asprova NLS/Asprova DS is installed

The license is available in the following 3 weeks after validation. During this time, please send in the faulty Professional

Edition protector to your distributor for a replacement, or restore your machine. The backup protector cannot be used after

the valid period expires.

8. 1 Backup Protector

A Backup Version protector will be supplied for each serial number.

Please select either a USB protector or e-Protector for the Backup Version protector.

The combinations of Professional Edition protector and Backup Version protector are as follows.

Professional Edition

Backup Protector

Description

USB Protector

USB Protector

This is for when the USB protector fails. In that case, just replace the USB

protector on the same machine and activate it.

USB Protector

e-Protector

This is for when the USB protector fails. The machine may be the same, but since
the authentication procedure for e-Protector use takes days, it is advisable to
decide the machine in advance and complete the authentication procedure ahead

of time.

e-Protector

USB Protector

This is for when the machine fails.

e-Protector

e-Protector

This is for when the machine fails. Customers who cannot use the USB protector
will automatically get this combination. Since the authentication procedure for
e-Protector use takes days, it is advisable to decide the machine in advance and

complete the authentication procedure ahead of time.

Until the Asprova NLS/DS Ver. 2.0.0.0 release (July 2017), we were distributing Backup Version protector for Asprova, not
the protector for Asprova NLS/DS.

For information on activating Backup Version protectors for Asprova, see the following page or URL in Asprova's online

Help.

User Registration Information dialog (HelpNo.:737800)
http://lib.asprova.com/onlinehelp/en/AS2003HELP00737800.html
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8. 2 Activating and resetting Backup Version protector (USB)

The procedure for activating the Backup Version protector is as follows.

1. Preparations
If you want to use a machine different from the machine you have used until now, please install the same version of

Asprova NLS/DS on the new target machine.

[If the Backup Version protector is USB protector]
Connect the Backup Version protector.

[If the Backup Version protector is e-Protector]

The e-protector's authentication procedure should already be completed. If a USB protector is connected, the
e-Protector will not operate, so please disconnect all USB protectors. If the e-Protector's authentication procedure has
not been completed, you will need to carry out the authentication procedure from that point, so please contact your
distributor or Asprova Corporation.

2. When you start the utility, the "Activate Backup Version Protector” field will appear on the Server tab, so press the
"Activate" button.

Update license

License file
| | e licen
Activate Backup Protector e-Protector
AT Read certificate file
Update protector Certify the official or backup version
Magic N licence file before first usage, Update
agic o by Magic No.

3. If you want to use Asprova NLS/DS on a machine different from the machine you used it on until then, you will need
to set up the license file for the new target machine. Set up the license file by pressing the “Update license” button

from the utility.

The valid period of the Backup Version protector is 3 weeks after activation. During this time, please send in the faulty
Professional Edition protector to your distributor for a replacement, or restore the proper environment. The backup

protector cannot be used after the valid period expires.
Once recovery is achieved, please contact your distributor or Asprova Corporation. You will be sent a magic number to

reset the Backup Version protector and make it available for use again. When you receive the magic number, enter it in the

“Magic No.” field under “Update protector” in the backup environment, and then press the “Execute” button.
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9. License file initial settings and updating

When using DS or NLS for the first time, or updating a license, do the following steps to apply the license file acquired
from Asprova Corporation or an Asprova distributor into Asprova NLS/DS utility.
@ If Asprova DS/NLS has already been started, stop it.
@ If you are using a USB protector, check that the protector is connected to the target PC.
There is no need to do anything when using an e-Protector.
@ Specify the license file obtained from your distributor or Asprova Corporation in the “License File” textbox (the
license file has a .txt or .aslf extension). If the license file’s extension is .aslf, please use a Ver.2.0.0.2 DS/NLS utility
and execute step 4.

@ Press the “Update License” button and follow the utility’s instructions.

' Asprova DS/MNLS Ukility  Ver2.0.0.0

Client  Server

Use on machine in which Asprova D5/MLS is installed.
Edit Table

Project Table User Table

Start Server Leg File
Start Stop Cpen

Update license
License file
Update license
e-Protector
Read certificate file
Update protector Certify the official or backup version
. licence file before first usage, Update
Magic No by Magic No.
Certificate Serial Mo: 5480
Time Limit : 2018/02/01
Execute
OK Fruell ERA

The utility will instruct you to restart Asprova DS/NLS, so please restart it. Otherwise, the license would not be renewed.

You can restart it manually. After restarting, open the log file and check whether it started normally.

This is the end of the updating procedure.
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The "Magic No." and "Execute” buttons in the "Update Protector" control area are for forcibly updating the protector.
Normally, these buttons are not used except to reset the Backup Version protector. Use these buttons when you are
instructed to do so by your distributor or Asprova Corporation.
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10. Reminders

n

The license file, project table and user table are loaded while Asprova DS/NLS is activated. While Asprova DS/NLS
is activated, these files may be changed but cannot be reflected immediately. On that occasion, please reactivate
Asprova DS/NLS. In addition, please keep the condition where the protector is mounted on the host. This shall apply
when it is activated.

Licenses cannot be issued any longer if the protector is removed while Asprova NLS is running. In this case, it is not
necessary to restart Asprova NLS when the protector is reinserted.

When a table file is downloaded, the “CODE” property is used for merging. Therefore, if that property is changed,
merging will not work. Example: Order code is changed.
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11. FAQ

Q
A

Is it possible to start Asprova with Asprova NLS protector?
It starts as the free version in case of the professional version protector. Or it starts as the demonstration version in case

of the demonstration version protector.

Q
A

O

O

Unable to press both start button and stop button when using Asprova DS/NLS utility.
There is a possibility that Asprova DS/NLS has not been installed properly. Please check to see if Asprova NLS has
been registered as service from [My Computer]-[Manage]-[Service] for Window.

I was asked by the Asprova Corporation to enter the magic number. Please teach me how to apply the magic number.
Should | register the magic number to NLS utility or replace the following magic number with the magic number in
aslicnese XXX X.txt located under licensefile?

Please register using NLS utility. (The user is never asked to edit the license file. If this ever happens, the user will no
longer be able to use Asprova.) For details, see Chapter 9.

I was asked by the Asprova Corporation to enter a magic number. Please clarify the following: It is necessary to enter a
magic number for execution only when NLS is installed. After that, a magic number is no longer necessary. Also,
please clarify if it is necessary to install a magic number not only for NLS server but also for client.

It is only required to enter a magic number once. In addition, a magic number is not necessary for a client (that is to say,
Asprova). To be specific, the inherent IDs are embedded for protector and license file respectively and are then
rewritten. This means that the ID located inside the protector is rewritten, providing the user with the new ID value for
the license file, which is different from what Asprova provided the other day. Therefore the user will be no longer able
to use the old license file.

I tried to use Asprova. However, | was informed that | am not allowed to log in due to no license.

Many options are applied to “ms” or “aps” users for the user tables that are prepared by default. When the user places
the check marks for those other than the options for which the user purchased. In this case, it is judged that the user has
no license. Please remove all the check marks that were applied to the options on the user table. Please note that it will

be necessary to restart Asprova NLS after the user table has been edited.

| already set up the project data and project tables, but when Asprova tries to fetch the latest data, it says it can't find the
data or data cannot be loaded.

Please make sure you have the permissions to access the project's folder (Right click in Explorer->Properties->Security
tab). Data loading will fail if you do not have the permission. Maybe you can try granting "Everyone" the folder
permissions. Data loading will fail if you do not have the permission. Maybe you can try granting "Everyone" the

folder permissions.

We have changed the server (PC) that runs Asprova DS/NLS. What are the steps for shifting to the new server (PC)?
After you have installed Asprova DS/NLS on the new server (PC), please copy the following files from the old server
(PC):
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aslicense XXX X.txt stored inside "licensefile™ folder (XXXX is the serial number of your license)

J

asnlsenv.txt

J 2

asuser.txt

assite.txt

i

If using Asprova DS, the folder for the project data, as indicated in the project table, has to be copied over as well. If the
new folder path is different from the old server (PC), after copying over all of the files written above, you need to use the
Asprova DS/NLS utility to modify the project table to change the folder path for the project data.

Furthermore, if you are using e-Protector, please take note that the new server (PC) has to be authenticated as well.
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12. List of log messages

Message

10001 Starting Ver.%1 ....

10002 Service started successfully.

10003 Service stopped.

10004 Access denied due to configuration.

10005 No periodical signal received within set time. Maybe Asprova was shutdown incorrectly or network
is down. Logout will be forced.

10006 Login <%1>:<authentication method=%2>

10007 Login <%1>(%2):<authentication method=%3>

10008 Loaded license file <%1>.

10009 Cannot find license file.

10010 Logout.

10011 Logout.

10012 Downloaded. (project locked)

10013 Uploaded. (project unlocked)

10014 Checkouit.

10015 Checkout cancelled.

10016 Starting at IP %1 - TCP port <%2>.

10017 Found protector with serial number <%1>.

10018 No periodical signal received within set time. Maybe Asprova was shutdown incorrectly or network
is down. Logout will be forced. (DS only)

10020 Forcefully logged out user <%1> (project <%2>).

10021 Started listening for periodical signal on UDP port <%1>.

10022 Stopped listening for periodical signal on UDP port <%1>.

10023 Found e-Protector with serial number <%1>.

10024 Changed password for user <%1>.

10025 Since the user<%1>(project<%2>) started to change rights, it has exceeded the limit time (<%3>
seconds). The server will start to accept right changing request from other users.

10026 Downloaded. (project not locked)

10027 Loaded Active Directory domain name in asnlsenv.txt: %1

10028 Can't authenticate with Active Directory, because domain name is nothing in asnlsenv.txt.

10029 Uploaded. (project not unlocked)

10030 Found activated backup protector with Serial No <%1> (Time limit %2 - %3).

10031 Found activated backup e-Protector with Serial No <%1> (Time limit %2 - %3).

10032 Found unactivated backup protector with Serial No <%1>. It will not be used.

10033 Found unactivated backup e-Protector with Serial No <%Z1>. It will not be used.

10034 Found protector with Serial No <%1>. Since the Serial No is duplicated, it will not be used.
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Warning

20001 Cannot register more projects than number of APS/MS/MRP/MS Light licenses - project <%2> invalid -
number of applicable licenses <%1>.

20002 License file contains more licenses than registered in protector <%1 / %2>.

20003 Did not find protector with Serial No <%1>.

20004 Module type not specified for user <%1>.

20005 Did not find USB protector or e-Protector.

20006 Did not find license file <aslicense%1.txt>.

Error

30001 Unexpected error during startup. Please contact your distributor or Asprova directly.

30002 Startup failed.

30003 Duplicate Sub Serial No <%1> in license file license key - license file is incorrect or Asprova NLS
has a problem. Please contact your distributor or Asprova directly.

30004 Renewal count of license (index: %4) in protector <%3> and license file are not the same <%1
| %2>. Maybe license file or protector was not updated. Register new magic # for protector and
replace license file with newest version.

30005 The license period has ended (Serial No:%1 Sub Serial N0:%2 period:%3).

30006 License start date is in the future (Serial No <%1> - Sub Serial No <%2> - period <%3>).

30007 Could not load user table <%1>.

30008 Could not load project table <%1>.

30009 Could not bind to socket (error <%1>) - service has to be restarted. Wait 40s between stopping the
service and starting it again.

30010 Could not load asnlsenv.txt.

30011 Did not find license file or license file is invalid.

30012 Did not find project table file.

30013 Did not find user table file.

30014 Login failed for user <%1>.

30015 Could not load license file <%1> because of invalid content - use latest license file.

30016 Could not upload project: unable to create directory.

30017 Could not upload project: unable to open file (error <%1>).

30018 Could not upload project: unexpected error.

30019 Did not find IP <%1> specified in asnlsenv.txt.

30020 Did not find network.

30021 Operation count for user <%1> is an invalid string (%2) and will be ignored.

30022 Operation count for user <%1> is too low and was ignored.

30023 Cannot forcefully logout user <%1> (project <%2>).

30024 Ignored unexpected packet received on UDP port <%1> - ensure that no other program on the
network is using this port (error <%2>).

30025 Could not load license file <%1> because it cannot be opened.
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30026 Could not change password for user <%1> because data could not be saved in user table - check if
asuser.txt is read-only.

30027 Could not change password for user <%1>.

30028 Could not upload table <%1>: unable to create directory.

30029 Could not upload table <%21>: unable to open file (error <%2>).

30030 Could not upload table <%1>: unexpected error.

30031 Could not open project: unable to create backup file (error <%1>).

30032 Could not backup table files: unable to create directory.

30033 Could not backup table file <%1>: unable to move file (error <%2>).

30034 Could not upload project: unable to move table file to backup directory.

30035 Could not open checkout.txt (error <%1>).

30036 Could not send messages: error occurred during encrypting messages (error <%1>).

30037 Error occurred during sending messages to the client (error <%1>).

30038 Error occurred during receiving messages from the client (error <%1>).

30039 The connection to the client has been shut down (error <%1>).

30040 Could not upload differential data: unable to create directory.

30041 Could not upload differential data: unable to open file (error <%1>).

30042 Could not upload differential data: unexpected error.

30043 Could not backup differential data: unable to create directory.

30044 Could not backup differential data: unable to move file (error <%1>).

30045 Could not upload right to change information: unable to create directory.

30046 Could not upload right to change information: unable to open file (error <%1>).

30047 Could not upload right to change information: unexpected error.

30048 Could not backup right to change information: unable to create directory.

30049 Could not backup right to change information: unable to move file (error <%1>).

30050 Ignore invalid domain name %1 set in asnlsenv.txt

30051 Failed to load domain information for Active Directory.

30052 Login failed for user <%1>(%2). <authentication method=%3>:<error type=%4>

30053 Login failed for user <%1>. <authentication method=%2>:<domain name=%3>:<error type=%4>

30054 Login failed for user <%1>(%2). <authentication method=%3>:<domain name=%4>:<error
type=%5>

30055 User Authentication failed with Active Directory.<authentication method=%21>:<domain
name=%2>:<error type=%3>

30056 In order to connecting to this NLS/DS, Asprova should be Ver.%1 or later.

30057 User Authentication failed with Active Directory.<authentication method=%21>:<error type=%2>

30058 Login failed for user <%1>(%2). User and project pair is not registered in user table. <authentication
method=%3>:<error type=%4>

30059 Login failed for user <%1>(%2). Specified authentication method is not permitted. <authentication
method=%3>:<error type=%4>

30060 Could not upload table <%1>: unable to parse message.
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30061 Could not upload table <%1>: invalid table name.

30062 Could not upload differential data: unable to parse message.

30063 Could not upload differential data: invalid table name.

30064 Could not upload right to edit information: unable to parse message.
30065 Could not upload project: unable to parse message.
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13. Asprova DS/NLS operations check list

When you cannot login Asprova DS/NLS or “No response from server” is displayed shortly after login, maybe the settings
of Asprova or Asprova DS/NLS is not accurate or the network is broken down.

Please confirm the settings or network environment as followed suggestions.

“No response
displayed shortly after login

Cannot login Asprova NLS

from Asprova

Followed message is displayed from Asprova side.
Please confirm the environment settings of Asprova NLS.
Failed to login. Unable to find the user.
Failed to login. Unable to find the project.

Failed to login. Incorrect password.
Failed to login. The following reasons are possible. No more
license. The license file does not exist.

Chapter 2, Chapter 3
P— 2

Please confirm that Asprova NLS is started or not. Please confirm how can reappear the

7~

“Failed to login” phenomenon?

— ——

Please confirm the communication machines are connected normally.
Make sure that the LAN cable works well.

Make sure that the hub, router and gateway work well.
I

Please confirm the communication port of Asprova and Asprova DS/NLS is same or not.

.

In the running environment of Asprova DS/NLS, please confirm the “TCP_PORT” and
“SERVER_UDP_PORT” option in “asnlsenv.txt” file in Asprova DS/NLS installed
directory. In default, TCP_PORT is “4000” and SERVER _UDP_PORT is “4001”.

In the running environment of Asprova, please use Asprova DS/NLS utility to confirm
the TCP and UDP ports set on Client tab are the same as the settings in the running
environment of Asprova DS/NLS server.

Please confirm port number and used application by running “netstat —a —b”” command in

Windows command window.
\_

Next page
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“No response f
displayed shortly after login

Cannot login Asprova NLS

from Asprova

When followed software is used, please confirm the communication of TCP port and UDP
port is blocked or not. Please check the settings and log file.
Firewall: This software can be used to block communication by communication protocol,
port or application unit.
Antivirus software: The software which embed firewall software, such as Virus Check.
You can use monitoring software to check for network problems.
Even if the TCP connection is working, Asprova will automatically disconnect if there is no
UDP signal at least every 5 minutes. You can use monitoring software to check for network
problems.

— -

Please confirm the communication is blocked or not by the network hardware.

Please confirm the settings of router, gateway and firewall to make sure the communication is
not blocked in these machines.

\

(
Please confirm whether there are packages sent to Asprova NLS

(In default, TCP is 4000, UDP is 4001) on network hardware and
application.

Maybe it is used to send periodical signal by NAS (Network
attached storage) or UPS (Uninteruptible Power Supply) and so
on.

Please confirm sent package is blocked by the firewall or not.

7

Until now the problem is still not solved.
Because the running environment is different, maybe it cannot work in your environment.

Please record the result after above suggestions and send to us.
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